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Ethernet Module Overview

The 10-2627 Ethernet Module provides a means to connect the CyberCat or Cheetah Xi control panels to the
local network or the Internet. This allows remote panels to transmit system events to a monitoring panel that can
be located on the protected premises or at a remote location. Each module has an integrated Xport Ethernet
component that must be programmed with a static IP address, Subnet Mask, and Default Gateway as outlined in
this guide for proper communication to occur. You will need to work with the Information Technology (IT)
personnel responsible for the protected premises to obtain these values for each Ethernet module installed.

The associated control panel(s) must also be configured for Ethernet operation before proper communication will
occur. Refer to Fike document 06-388, “Ethernet Module Product Manual” for panel programming instructions.

(D Note: The guide was prepared using current information supplied by Lantronix® and Microsoft® for the
referenced software and components. Since these items are not under the direct control of Fike, the
following information is subject to change without notice.

Obtaining and Installing Lantronix Devicelnstaller

There are several methods that Lantronix provides to configure the Xport Ethernet component; however, this
guide will only cover the use of the Devicelnstaller windows based programming application. Use the following
steps to download the software.

1 — Open web browser and navigate to www.lantronix.com
2 — Click Products
3 — Click Software & Utilities

4 — Click Devicelnstaller

Partners | Careers | Investars

£l

Support Newsroom Resources About Us How to Buy

Software & Utilities

Warranky Info
Lantronix has created a powerful suite of software and utilities to make realtime remote

management of equipment over the Internet easier and more secure than ever hefore FREE Brochures
possible. Case Studies & Solutions
Software White Papers

Software g Utilities . .
5 EUIJ|I.It:ilJI'I os™ Metuworking Tutorials

Ewolution ©5 provides an unprecedented level of
customization, control and security over 'edge’ devices

connected to the enterprise netwaork .

ManageLing
Remate Arcess

= Evolution 05 SDK
- for MatchPort AR

Securelinz - for XPaort AR

IT Managerent

= Secure Com Port Redirector™
Extend the functionality of COM port-based Windows® applications. Wirtual COM ports can be mapped to
Lantronix device servers and encrypted at both ends of the communication . Transport sensitive information to
and from remote device servers over the Internet with the highest level of security,

s Encryption Library Suite
The Lantronix Encryption Library Suite provides everything needed for software developers to quickly add
encrypted netwark connectivity for secure end-to-end communications into their saftware applications.

Utilities 4
&) 5end to Friend = Devicelnstaller™
This Windows-has pplication simplifies the installation and configuration of CoBox and UDS device servers.
@ Request more : fid APS Configuration Utilities are now part of DeviceInstaller.)
Infarmation = Com Port Redirector™

Enables PC applications to communicate with networked devices by redirecting local PC COM port
communications ta the COM port of a remote netwaorked device,

» Software Developer's Kit {SDK)
Powerful, easy-to-use development environment that for creating custom applications that run on the Lantronix
M55 platfarm,

= RTEL
A softw are utilicy that brings powerful network printing capabilities to Linus and other Unix environments

- Back ko Top
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5 — Click Download Software

Fartners | Careers | Investors

LANTRONIX ]

Solutions Support Newsroom Resources About Us How to Buy

Home > Device Metwarking = Software & Ukilties > DeviceInstaller

DeviceLinx Devicelnstaller™

The Lantronix Devicelnstaller is a Windows-based GUI application that provides an easy way
to install and configure specific Lantronix device server products.

Devicelnstaller Onling
H:

DOWRNLOAD Softwars
Using Devicelnstaller, you can:

Load the appropriate firmware (L2 T
Assign IP & other network specific addresses

Load custom web pages

Enable web-based configuration of the device server

Ping or query the attached device(s) aver the netwaork

Allow Telnet communication with the device(s)

wiew specific device data files

Note: The DST and APS Configuration Utilities are now part of Devicelnstaller.

Download the latest version of Devicelnstaller,

@ =end to Friend

Reguest more
Information

5

- |

6 — From the Download via HTTP column, click the latest version number

Home = Support

Support Send an E-mail | My Stuff Login
Tech Support
Knowlsdgehase | FAQs Search by Product € Search by Keywor«l Search Tips?
| &1 =l [ Search |
Search By

Phrases 'l Fﬂlﬂﬂf‘!dh}%

7 — Save installation file to Desktop

Partners | Careers | Investors

LANTRONIX ]

Products solutions Support Newsroom Resources About Us How to Buy

Help

D Latestversion of Dewvicelnstaller
644 Question
Products ‘Whatisthe latectversion of Dewicelnstallar?
External Device Setvers Answer
%R The current wersion of DeviceInstaller is ve4.2.0.0 6
EDS32PR Product Dowenload via FT, Download via HTTP
EDS4100
IntelliBoxlio 2100 DeviceInstaller v4.2.0.0 ¥4.2.0.0
5051101 Release Motas v<4.2.0.0 w2
sDs2100
uDs1100
UDS1100-14P Device Installer requires Microsoft's MET Framework version 2.0
LUDs2100
— 1w feam thie link below:
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8 — From the Desktop, double-click on Devicelnstaller icon
2
DI_4.20.0 W
horen

9 — Step thru the installation wizard using default values.

NOTE: If prompted to install Microsoft .NET Framework, locate the proper version on the web page
illustrated in Step 6 above.

Location to Save Files
wWhere would you like to save wour files?

Please enter the folder where wvou want these files saved, IF the Folder does not:
exisk, it will be created for you, Tao cantinue, click Mesxk,

Save files in Folder:

_:1Program FilestLantronix\Devicelnstallerd, 21 Inskall

Change. .. |

Installshield

< Bach: Mext = Cancel

Page 4 of 20 Ethernet Module Programming Guide
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i'é'* Lantronix DeviceInstaller 4.2.0.0

Welcome to the Lantroni¥ Devicelnstaller 4.2 0.0
Setup Wizard

The ingtaller will guide pou through the steps required toingtall Lantroniz Devicelnstaller 4.2.0.0 an
pour cormpter.

WARMIMG: Thiz computer program iz protected by coperight law and international treaties.
IInauthaorized duplication or distribution of this program, or ang partion of it, may result in zevere civil
ar criminal penalties, and will be prosecuted to the maximum extent pozzsible under the law,

i'é'* Lantronix DeviceInstaller 4.2.0.0

Select Installation Folder

The ingtaller will inztall Lantraoniz Devicelnztaller 4.2.0.0 ta the following folder.

Toinztall in this folder, click "Mest”. Taoinzstall to a different folder, enter it below or click "Browse"'.

Folder:

C:MProgram FilezhLantronish D evicel nstallerd. 24

Browse. ..

Dizk Cozt...

Cancel < Back

Ethernet Module Programming Guide Page 5 of 20
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i'é'* Lantronix DeviceInstaller 4.2.0.0

Confirm Installation

The ingtaller iz ready to inztall Lantronix Devicelnstaller 4.2.0.0 on vour computer.

Click, "Mext'" to start the ingtallation.

Cancel | < Back |

i'é'* Lantronix DeviceInstaller 4.2.0.0

Installing Lantronix Devicelnstaller 4.2.0.0

Lantronix Devicelnstaller 4.2.0.0 iz being inztalled.

Pleaze wai. ..

< Back et =

Page 6 of 20 Ethernet Module Programming Guide
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Installation Complete

e

Lantronix Devicelnztaller 4.2.0.0 haz been succezsfully inztalled.

Click "Cloze" to exit.

Fleaze uze Windows pdate to check for any critical updates to the MET Framework.

[Cancel < Back

Ethernet Module Programming Guide Page 7 of 20
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Connect to the Ethernet Module

Option 1: For connection between a PC and the Ethernet Module thru a hub/switch, use a standard, straight-
thru, Category-5 (CAT5) Ethernet cable as shown in the following diagrams.

T T =33 me

— | RX+ 3« 3 TX+
T-568A 4 4
ﬂ]ﬂi 5 5

=1l RX- 6<— 6 TX-
!IJMI ny 7 7 1)
s GoBhobrEr 8 8 g GoBbObrBR
Ethernet Straight-Thru
Page 8 of 20 Ethernet Module Programming Guide
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Option 2: For direct connection between a PC and the Ethernet Module, use a Category-5 (CAT5) Ethernet
Cross-Over cable.

Ethernet
Cross-Over

Pinl
TX+ 1 —> 3 RX+

TX- 2 —> 6 RX-
RX+ 3<— 1 TX+

i T—SGSA‘ 4 4
5 5

i f’ RX- 6 <« 2 TX-
7 7 il 11
gEaPbOkrER 8 8 oD gEbGbrER

Ethernet Cross-Over

Ethernet Module Programming Guide Page 9 of 20
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Change Computer IP Address and Subnet Mask

The computer running the Devicelnstaller software must be set to the same IP address, Subnet mask and Default
Gateway as the default configuration for the Ethernet Module. The following procedure shows how to set these
values in a Windows XP operating platform.

1 — Open Control Panel

[ Ganinal Pand
2 — Open Network Connections
 Matweark Consections
3 — Right-Click on Local Area Connection, and select Properties
= Local daa Connadion

4 — Select Internet Protocol (TCP/IP), and click Properties

-k Local Area Connection Properties | 2| x|

General | Athentication I Advanced I

Connect using:

B8 Broadcom Met<treme 57w Gigabit C

Thiz connection uses the following items:

B (o5 Packet Scheduler ;I
5= Metwork, Moritor Driver
| nternet Protocal [TCP/AIR]
-
1| | »
Inztall... ritetall | Froperties |
— Dezcription

Tranzmizzion Contral Protocal/ ntemet Pratocal. The default
wide area network, protocol that provides communication
acrogs diverse interconnected netwarks.

¥ Show izon in notification area when connected
v Motify me wher this connection has limited or no connectivity

s Cancel
5 — Select the Alternate Configuration tab
6 — Select the User configured radio button
Page 10 of 20 Ethernet Module Programming Guide
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7 — Enter the appropriate IP Address, Subnet mask, and Default gateway

Internet Protocol (TCP/IP) Properties llil

General Altermate Configuration

[f thiz computer is uzed on more than one netwaork, enter the alternate [P
zettings below.

£ Automatic private IP address

P address: | 10 .10 .10 . 2
Subnet mazsk: I 28R 2RE 28R 0
Default gateway: I 10 .10 .10 . 1

Preferred DMS zerver: I

Alternate DMS server: I

Preferred WINS server: I

Alternate WINS server: I

k. I Cancel

8 — Click OK to close the Internet Protocol (TCP/IP) Properties window
9 — Click OK to close the Local Area Connection Properties window

10 — Connect PC to network or Ethernet Module.

NOTE: It takes the computer a minute or so to determine that the Alternate Configuration should be used.
So be patient and look for the balloon indicating the network is now connected.

jr.a' Local Area Connection is now connected IEI

Speed: 100.0 Mbps

Ethernet Module Programming Guide Page 11 of 20
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Open Devicelnstaller and configure Ethernet Module

1 — Start > All Programs > Lantronix > Devicelnstaller v#.# > Devicelnstaller
2 — If Windows Security Alert occurs, click Unblock

= Windows Security Alert

&l : :
, To help protect your computer, Windows Firewall haz blocked
some features of this program.

Do you want to keep blocking thiz program?

P Mame: Devicelnstaller
-I’,.L.-

Publizher:  Lantronis

Feep Blodking | Unblozk, | Azl Me Later |

""\-n...-______-___-.,-ﬂ"

YWindows Firewall haz blocked thiz program from accepting connections from the
Internet or a network., |f pou recognize the program or brugt the publisher, you can
unblock it. When should | unblock & program’?

3 — When a prompt occurs to update product database, check the Do not prompt me about this checkbox and
click No.

Product Information Base Update Alert ﬂ

Wwhould wou like to check for updates to the Product Information Baze?
[&r Internet connection iz needed for updates]

The Froduct Information Base has not been updated zince installation.

[T Do rot prompt me about this,.  [Can enable this again from Tools->0ptions]

Yes Mo

Page 12 of 20 Ethernet Module Programming Guide
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4 — Each Ethernet Module accessible by the computer will be listed in the Devicelnstaller tree. Click the IP
Address corresponding with the unit you wish to configure.

NOTE: The computer running Devicelnstaller must be set to the same network and subnet mask as the
default configurations for the Ethernet Modules.

5 — Click Assign IP.

* Lantronix DeviceInstaller 4.2.0.0 - IEI Iil
File Edit Mew Device Tools 5
' &
S ¢
lude  Assign IF‘LIjgﬂ)
Lantronix Devices - 1 device(z) Device Detalls | Wwieh I:Dnﬁgu[atignl Telnet Configuration |
E"EE Local &rea Connection [10.10.11 4 -
=0 5
Awge WPort-03 - firmware v6.5.0.7
= 101010101 Bl [ Value [
ey M ame
Group
Comments
Device Family =Part
Type *Port-03
IO ®h
Hardware Address 00-20-44-44-02-18 |
Firmware Yerzion 6.50
Estended Firmmaare Wergion 6507
Online Statuz Orilire
IP Address 10101010
IP Addreszs was Obtained Statically
Subnet Magk 200, 2585.255.0
Gateway 1010101
Mumber of COB partiions suppo... B
MNumber of Ports 1 j
|9 Ready a4

6 — Select Assign a specific IP address and click Next

Ethernet Module Programming Guide
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% Assign IP Address

Assignment Method

‘Would you like to specify the IP address or should the unit get. its
setkings From a server ouk on the networks

" Obtain an IP address automatically

% Assign a specific IP address

TCRJIP Tutarial

< Back. I Mk = I Cancel Help

Fike
x|

7 — Enter appropriate IP Address, Subnet mask, and Gateway. Press Next.

IP Settings

Please fill in the IF address, subnet, and gateway to assign the device,
The subnet will be Filled in automatically as wou tvpe, buk please verify
it for accuracy. Incorrect walues in any of the below fields can make it
impossible For your device to cormmunicate, and can cause network
disruption,

IP address: |1c|,1c|,1cl.1|:|

Subnet mask: |255,255.255.D

Default gateway Im, 10.10.1

« Back Zancel Help

Page 14 of 20
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8 — Click Assign to update information
™ Assign IP Add x|

Assignment

Click the Assign button to complete the IP address assignment,

Assign

< Back | Finish | Zancel I Help |

9 — Task will progress. Click Finish when complete.

% Assign IP Address x|

Assignment

Click the Assign button ko complete the IP address assignment,

Progress of task:

Completed successfully,

NOTE: Changing IP information could result in loss of communication between the computer running
Devicelnstaller and the respective Ethernet Module.

The above information is the minimum required for each Ethernet Module. If module(s) fails to function
properly after all configuration has been verified within the Cheetah Xi or CyberCat panel, refer to the
following section.

Ethernet Module Programming Guide Page 15 of 20
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Verification of Ethernet Module settings

1 — In Devicelnstaller, click the IP Address corresponding with the unit you wish to verify.

2 — Click the Web Configuration tab.

3 - Click Go.

;!* Lantronix DeviceInstaller 4.2.0.0

File Edit ‘ew Device Tools Help

{1l =13

reea

Search  Exclude Assign IP Upgrade 2
Lantranix Devices - 1 device(s) DevicelDetalls  “eb Configuration Telne)onligurat\om I
——————

E-g% Local Area Connection (10.10.108
=20
il WPort-03 - fimware vB.5.0.7

Z\ 1Yy | Addess[Rttpz//101010.107sechre/be_can E ep Extema\BmWSEf' LANTRONIX

—~—

-5 10101010

|g Ready

LANT?ON I X i Firmware Version: V6.5.0.7
5 MAC Address 00-20-4A-A4-02-18
& i Home i
Network
Sarver
Serial Tunnel ii
Configurable Pins X i o I I

Apply Settings

Apply Factory Defaults
Device Server Configuration Manager

4 — At prompt, click OK (default username and password are blank)

Connect to 10.10.

=y

Welcome to 10,1010, 10

Lser narme: I £ j

Passwiord; I

o,
il

[T Remember my password

K, I Zancel

5 — Click Network and verify settings match the following. Click OK if changes are made.

Page 16 of 20
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LANT?ON I X i Firmuuare Wersion: V6.5.0.7
WA Address: 00-20-4A-A4-02-18
<ot

Network Settings

nmetwork 6

Server ’ )
Sarial Tunnel el e

Hostlist ¢ Obtain IP address automatically
Ghannel 1 Auta Corfiguration Mathods
: : BOOTP: & Enable © Disable

DHCP: @ Enable 7 Disable
AUIF: & Enable ¢ Disahle

0ge DHGP Host Mame: |

Configurable Pins

Apply Settings @ Usethe following IP configuration:

Apply Factory Defauits IP Address: |1 0101010 Application Specific
Subnet Mask: |255_255.255.D Application Specific
Default Gateway: |1D.1D.‘IIZI.1 Application Specific

Ethernet Configuration
W Auto Megotiate

Speed: & 100 Mbps € 10 Mbps
Duplexc & Full © Half

OKl

6 — Click Server and verify settings match the following exactly. Click OK if changes are made.

MNTQON I X B Firmware Wersion: V6.5.0.7
MAC Address: 00-20-4A-A4-02-18
ot

Server Settings

Network

Server Configuration

TelnetPassword:l
. Retype Password:l

Advanced

ARF Cache Timeout
(ecs): 600

TCFP Keepalive {secs): |45

Monitor Mode @ Bootup: & Enakle © Disable

Serial Tunnel

Configurable Pins

Apply Settings
Apply Factory Defaults

CPU Perfarmance Mode: & Regular © High

HTTP Server Part: IBD
WTL Size: I‘Id]ljU

OKl

7 — Click Serial Settings and verify settings match the following exactly. Click OK if changes are made.

Ethernet Module Programming Guide Page 17 of 20
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LANTRONIX'

Firmware YWersion: V6.5.0.7

MAC Address: 00-20-4A-A4-02-18

Serial Settings

Network

Server Channel 1

I~ Disahble Se

B Port Settings

Serial Tunnel
Hostlist
Channel 1

tial Fort

Protacol: |R5232

Baud Rate: l@El]U v[

=l
Data Btz |E‘. v[

Flow Contrel: [Mone

Faity. | Mone ¥

=l
Stop Bits: 11. v[

Pack Control
Configurable Pins I" Enafle Packing
Apply Settings ldle Gap Tirne: |12 rmsec 'I
LELVLEECLIVEETIEY  Match 2 Byte Seguence: € ves & plo Send Frame Only: € ves & Ng
Match Bytes: U i 0400 Send Trailing Bytes: & Mare © oOne © Two
(Hex)
Flush Mode
Flush Input Buffer Flush Qutput Buffer
Wiith Active Connect, © yes * Mo With Active Connect: © ves & po
With Passive Connect  wag (% Mg Wiith Passive Connect  ves % po
At Time of Disconnect, © yeas % Mg At Time of Disconnect © vas & po

OKI

8 — Click Connection and verify settings match the following exactly. Click OK if changes are made.
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MNTQON IX ® Firmware YWersion: V6.5.0.7
MAC Address: 00-20-4A-A4-02-18
ot

Connection Settings

Network

Server Channel 1

Serial Tunnel

Hostlist Connect Protocol

Protocol: IUDP 'l

Datagram Mode:
Dratagram Type: lDD 'l Accept Incoming: IYes j
Endpeint Configuration:

Local Port: |1 oo R emote Port: IU
Coanguranie Hins E Remote Host ID-D-D-D

‘ Apply Settings ’ Device Address Table:

Apphe Fartane Nafolig No. DevAddr MNo. DevAddr No. DevAddr Ne. DevAddr

3

7

11

14

1777
A

OKI

9 — If changes were made, click Apply Settings.

Preloaded Factory Settings

The following settings are preloaded into Ethernet Module by Fike prior to shipment from the Factory.

Network / IP Configuration Channel 1/ Serial Settings
e |P Address — Customer Provided; Channel 1/ Disable Serial Port — Off
factory defaulted to 10.10.10.10 Port Settings / Protocol — RS232
e Subnet Mask — Customer Provided,; Port Sett!ngs / Baud R_ate —9600
factory defaulted to 255.255.255.0 Port Settings / Data Bits — 8
. Port Settings / Flow Control — None
o Default Gateway — Customer Provided; Port Settings / Parity — None
factor defaulted to 10.10.10.1 Port Settings / Stop Bits — 1

Pack Control / Enable Packing — Off

Server / Advanced Flush Mode / Flush Input Buffer — all set to NO

e ARP Cache Timeout — 600 seconds Flush Mode / Flush Output Buffer — all set to NO
e TCP Keepalive — 45 seconds

e Monitor Mode @ Bootup — Enable ;

e CPU Performance Mode — Regular Channel 1/ Connection

e HTTP Server Port — 80 e Connect Protocol / Protocol — UDP

e MTU Size - 1400 e Datagram Mode / Datagram Type — 00

e Datagram Mode / Accept Incoming - Yes

Ethernet Module Programming Guide Page 19 of 20
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Reserved for future use.

{

O
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